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IAM-based Permissions Management

1.1 Creating a User and Granting Permissions

Scenarios

System-defined permissions in role/policy-based authorization provided by let you
control access to your SWR resources. With IAM, you can:

e Create IAM users or user groups for personnel based on your enterprise's
organizational structure. Each IAM user has their own identity credentials for
accessing SWR resources.

e  Grant users only the permissions required to perform a given task based on
their job responsibilities.

e  Entrust other Huawei Cloud account or cloud service to perform efficient
O&M on your SWR resources.

If your account does not require individual IAM users for permissions
management, you can skip this section.

This section takes the SWR FullAccess policy as an example to describe how to
grant permissions to an IAM user.
Prerequisites

Learn about the permissions supported by SWR Enterprise Edition and choose
policies or roles as needed.

Issue 01 (2025-09-30) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1
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Process

Figure 1-1 Process for granting SWR Enterprise Edition permissions

Start

Create a user group and grant
permissions to it

Create an 1AM user and add
the user to the group.

Log in using the |AM user and
verfy the user permissions.

End

1. Create a user group and assign permissions to it.

Create a user group on the IAM console, and assign the SWR FullAccess
policy to the group.

2. Create an IAM user and add it to the user group.
Create a user on the IAM console and add the user to the group created in 1.
3. Log in and verify permissions.

Log in to the SWR console as the created user, switch to the authorized
region, and verify the permissions. Click Create Repository in the upper right
corner of the page. If you can purchase a repository of the Enterprise edition,
the permissions are set successfully.

1.2 Custom Policies for SWR Enterprise Edition

Scenarios

Custom policies can be created to supplement system-defined policies. You can
add actions in custom policies as needed. For details about supported actions, see
Table 1-1.

To create a custom policy, choose either visual editor or JSON.

e Visual editor: Select cloud services, actions, resources, and request conditions.
This does not require knowledge of policy syntax.
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e JSON: Create a policy in the JSON format from scratch or based on an existing
policy.

Example Custom Policies

e Example 1: Create a policy to allow users to create, update, view, or delete a
namespace.
{

"Version": "1.1",
"Statement": [
{

"Effect": "Allow",

"Action": [
"swr:repository:getNamespace",
"swr:repository:listNamespaces",
"swr:repository:createNamespace",
"swr:repository:updateNamespace",
"swr:repository:deleteNamespace"

]

}
]
}

e Example 2:

A policy with only Deny permissions must be used in conjunction with other
policies to take effect. If the policies assigned to a user contain both Allow
and Deny actions, the Deny actions take precedence.

If you want to assign the SWR FullAccess policy to a user but do not want
this user to have permission to delete repositories, create a custom policy that
denies repository deletion. Then, attach both the policies to the group that
the user belongs to. In this way, the user can perform all operations on
repositories except deleting the repositories. The following is an example of a
deny policy:
{

"Version": "1.1",

"Statement": [

{
"Effect": "Deny",
"Action": [

"swr:instance:delete"

1

}

1
}

Common SWR Operations Supported by Each System-defined Policy

Table 1-1 SWR Enterprise Edition operations supported by system-defined policies

Operation Action SWR SWR SWR
FullAcces | OperateAc | ReadOnl
s cess yAccess
Listing artifacts swr:repository:listArtif | v v v
acts
Querying artifact | swr:repository:getArti | v v v
details fact
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Operation Action SWR SWR SWR
FullAcces | OperateAc | ReadOnl
S cess yAccess

Deleting artifacts | swr:repository:delete | v v x

Artifact

Listing artifact swr:repository:listAcc | v v v

accessories essories

Querying swr:repository:getArti | v v v

additional factAddition

information about

an artifact

Querying policies | swr:instance:getPolicy | v v v

of an Enterprise

Edition instance

Updating policies | swr:instance:updateP |V X x

of an Enterprise olicy

Edition instance

Querying swr:instance:getConfi | v v v

configurations of | gurations

an Enterprise

Edition instance

Updating swr:instance:updateC | v X x

configurations of | onfigurations

an Enterprise

Edition instance

Listing the swr:instance:listResou | v v v

instances that use | rcelnstances

a resource

Querying the swriinstance:getReso | v v v

number of urcelnstancesCount

instances that use

a resource

Creating resource | swriinstance:createRe | v X x

tags in batches sourceTags

Deleting resource | swriinstance:deleteRe | v X x

tags in batches sourceTags

Querying project | swriinstance:getProje | v v v

tags ctTags

Querying tags of | swriinstance:getReso | v v v

a resource

urceTags
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Operation Action SWR SWR SWR
FullAcces | OperateAc | ReadOnl
S cess yAccess

Creating an swr:instance:create v X X

Enterprise Edition

instance

Listing Enterprise | swr:instance:list v v v

Edition instances

Querying details | swriinstance:get v v v

about an

Enterprise Edition

instance

Deleting swr:instance:delete v X X

Enterprise Edition

instances

Querying audit swr:instance:getAudit | v v v

logs of an Logs

Enterprise Edition

instance

Querying statistics | swr:instance:getStatis | v v v

on Enterprise tics

Edition instances

Listing tasks swr:instance:listJobs v

Querying task swr:instance:getlobs v

details

Deleting tasks swr:instance:deleteJo |V X X

b

Creating a swrirepository:create | v v x

namespace Namespace

Listing swr:repository:listNa | v v v

namespaces mespaces

Querying swr:repository:getNa | v v v

namespace details | mespace

Modifying a swr:repository:update | v v x

namespace Namespace

Deleting swr:repository:delete | v v x

namespaces Namespace

Listing artifact swr:repository:listRep | v v v

repositories

ositories
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Operation Action SWR SWR SWR
FullAcces | OperateAc | ReadOnl
S cess yAccess

Querying details | swr:repository:getRep | v v v

about an artifact | ository

repository

Modifying an swr:repository:update | v v x

artifact repository | Repository

Deleting artifact swr:repository:delete | v v x

repositories Repository

Listing artifact swr:repository:listTags | v v v

tags

Querying details | swr:repository:getTag | v v v

about an artifact

tag

Deleting artifact swr:repository:deleteT | v v x

tags ag

Querying swr:repository:getTag | v v v

additional Addition

information about

an artifact tag

Creating a tag swr:repository:create | v v X

retention policy RetentionPolicy

Listing tag swr:repository:listRete | v v v

retention policies | ntionPolicies

Querying details | swr:repository:getRet | v v v

about a tag entionPolicy

retention policy

Modifying a tag swr:repository:update | v v x

retention policy RetentionPolicy

Deleting tag swr:repository:delete | v v X

retention policies | RetentionPolicy

Executing tag swr:repository:execut | v v X

retention policies | eRetentionPolicy

Listing tag swr:repository:listRete | v v v

retention records | ntionPolicyExecutions

Listing tag swr:repository:listRete | v v v

retention tasks ntionPolicyExecTasks

Listing tag swr:repository:listRete | v v v

retention subtasks

ntionPolicyExecSub-
Tasks
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Operation Action SWR SWR SWR
FullAcces | OperateAc | ReadOnl
S cess yAccess

Creating a trigger | swr:repository:create | v v X
Webhook

Listing triggers swr:repository:listWe | v v v
bhooks

Querying trigger | swr:repository:getWe | vV v v

details bhook

Modifying a swrirepository:update | v v x

trigger Webhook

Deleting triggers | swr:repository:delete | v v x
Webhook

Listing triggering | swr:repository:listWe | v v v

records bhookJobs

Creating a swr:instance:createRe | v X X

destination gistry

registry

Listing destination | swr:instance:listRegist | v v v

registries ries

Querying details | swriinstance:getRegis | v v Vv

about a try

destination

registry

Modifying a swriinstance:updateR | v X x

destination egistry

registry

Deleting swriinstance:deleteRe | v x x

destination gistry

registries

Creating a swr:instance:createRe | v X X

replication policy | plicationPolicy

Listing replication | swr:instance:listReplic | v v v

policies ationPolicies

Querying details | swriinstance:getRepli | v v v

about a cationPolicy

replication policy

Modifying a swriinstance:updateR | v X x

replication policy | eplicationPolicy

Deleting swriinstance:deleteRe | v X X

replication policies

plicationPolicy
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Operation Action SWR SWR SWR
FullAcces | OperateAc | ReadOnl
S cess yAccess

Executing swr:instance:executeR | v v X
replication policies | eplicationPolicy
Stopping swr:instance:stopRepl | v X X
replication tasks icationPolicyExecu-

tion
Listing replication | swr:instance:listReplic | v v v
records ationPolicyExecutions
Listing replication | swr:instance:listReplic | v v v
tasks ationPolicyExecTasks
Listing replication | swr:instance:listReplic | v v v
subtasks ationPolicyExecSub-

Tasks
Creating a sign swr:repository:createS | v v x
policy ignPolicy
Listing sign swr:repository:listSign | v v v
policies Policies
Querying details | swr:repository:getSig | v v v
about a sign nPolicy
policy
Modifying a sign | swrirepository:update | v v x
policy SignPolicy
Deleting sign swr:repository:deleteS | v v x
policies ignPolicy
Executing sign swr:repository:execut | v v x
policies eSignPolicy
Listing signing swr:repository:listSign | v v v
records PolicyExecutions
Listing signing swr:repository:listSign | v v v
tasks PolicyExecTasks
Listing signing swr:repository:listSign | v v v
subtasks PolicyExecSubTasks
Creating a scan swr:repository:createS | v v x
policy canPolicy
Listing scan swr:repository:listSca | v v v
policies nPolicies
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Operation Action SWR SWR SWR
FullAcces | OperateAc | ReadOnl
S cess yAccess

Querying details swr:repository:getSca | v v v

about a scan nPolicy

policy

Modifying a scan | swr:repository:update | v v x

policy ScanPolicy

Deleting scan swr:repository:deleteS | v v x

policies canPolicy

Executing scan swr:repository:execut | v v x

policies eScanPolicy

Listing scanning swr:repository:listSca | v v v

records nPolicyExecutions

Listing scanning swr:repository:listSca | v v v

tasks nPolicyExecTasks

Creating a block swr:repository:create | v v x

policy BlockPolicy

Listing block swr:repository:listBloc | v v v

policies kPolicies

Querying details | swr:repository:getBlo | v v v

about a block ckPolicy

policy

Modifying a block | swr:repository:update | v v x

policy BlockPolicy

Listing blocking swr:repository:listBloc | v v v

records kPolicyRecords

Updating the swriinstance:updateE | v X X

whitelist for public | ndpointPolicy

network access

Updating the swr:instance:updateE | v X X

whitelist status for | ndpointPolicyStatus

public network

access

Querying the swr:instance:getEndp | v v v

whitelist for public | ointPolicy

network access

Allowing a swr:instance:createlnt | v X x

connection from ernalEndpoint

the intranet

Issue 01 (2025-09-30) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 9
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term access
credentials

Credential

Operation Action SWR SWR SWR
FullAcces | OperateAc | ReadOnl
S cess yAccess

Querying details swriinstance:getinter | v v v

about an allowed | nalEndpoint

connection from

the intranet

Denying a swriinstance:deletelnt | v x x

connection from ernalEndpoint

the intranet

Listing allowed swr:instance:listintern | v v v

connections from | alEndpoints

the intranet

Uploading swr:repository:upload | v v x

artifacts Artifact

Downloading swr:repository:downl |V v v

artifacts oadArtifact

Creating a swriinstance:createTe | v v v

temporary access | mpCredential

credential

Creating a long- swriinstance:createlT | v X X

term access Credential

credential

Enabling or swriinstance:updatelT | v X x

disabling long- Credential

term access

credentials

Listing long-term | swriinstance:listLTCre | v v v

access credentials | dentials

Deleting long- swriinstance:deletelT |V X x

1.3 SWR Enterprise Edition Resources

A resource is an object that exists within a service. In SWR Enterprise Edition,
resources include repository, instance, chart. When creating a policy, you can select
a resource by specifying its path.
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Table 1-2 SWR resources and their paths

Resource

Resource Name

Path

repository

Image repository

[Format]
SWR:**:repository:image
repository name

The first * is regionid, and the
second * is domainid.

[Note]

For image repository resources,
IAM automatically generates the
resource path prefix
(SWR:*:*:repository:).

For the path of a specific image
repository, add the image
repository name to the end. You
can also use a wildcard character
(*) to indicate any image
repository. Example:

SWR:*:*:repository/* indicates
any image repository.
swr:**:repository:test/nginx*:
image repository whose name
starts with nginx in the test
namespace

swr:**:repository:test/nginx:
image repository whose name
starts with nginx in the test
namespace

Issue 01 (2025-09-30) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 11
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Resource

Resource Name

Path

instance

SWR Enterprise Edition
instance

[Format]

SWR:**:instance: SWR Enterprise
Edition instance

The first * is regionid, and the
second * is domainid.

[Notes]

For SWR Enterprise Edition
instances, IAM automatically
generates the resource path
prefix (SWR:*:*:instance:).

For the path of a specific SWR
Enterprise Edition instance, add
the /nstance name to the end.
You can also use a wildcard
character (*) to indicate any
instance. Example:

SWR:*:*:instance:example-

instance indicates the SWR
Enterprise Edition instance
named example-instance.

chart

Chart repository

[Format]

SWR:**:chart:chart repository
name

The first * is regionid, and the
second * is domainid.

[Notes]

For chart repository resources,
IAM automatically generates the
resource path prefix
(SWR:*:*:chart:).

For the path of a specific chart
repository, add the chart
repository name to the end. You
can also use a wildcard character
(*) to indicate any chart
repository. Example:

SWR:**:,chart:* indicates any chart
repository.

For example, to allow users to perform operations only on the instance named
example-instance, you can define the YAML file as follows:

{

"Version": "1.1",
"Statement": [

{

Issue 01 (2025-09-30)
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"Effect": "Allow",

"Action": [

"swr:instance:*"

]

;
"Resource": [

"SWR:**:instance:example-instance"

]
}
1
}

1.4 Tag-based Fine-Grained Authorization

Scenarios

After creating a custom policy for the SWR Enterprise Edition on the IAM console,
you can add tags for namespaces and repositories. Use policies and tags together
can implement fine-grained authorization on resources of the SWR Enterprise
Edition, ensuring controllable and secure resource permissions.

Prerequisites

You have created namespace tags.

Procedure

Step 1 Create one or more policies on the IAM console.

For example, you can create a policy named policy77r463. Table 1-3 describes the

parameters.

Table 1-3 Example policy configuration

policy will be applied to

Parameter Description Example Value
Policy type You can select Allow or Deny. | Allow
Cloud services Cloud services that the current | SWR

Action

Actions that the current policy
will be applied to. You can
select one or more actions.

swr:repository:downloadArtif

act

Resource type

e You can select Specific or
AlL

If you select Specific, click
Specify resource path and
configure the resource path
SWR:*:*:repository:*/
{namespace-name}.
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Parameter Description Example Value
Request e Tag of the current policy. A | This policy is created for
condition tag is a key-value pair. SWR, so select Service-level

condition keys for
Condition Key. Configure
the parameters as follows:

TagKey: test
Operator: StringEquals
Value: aaa

The following policy is in JSON format:
{

"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"swr:repository:downloadArtifact"
1,
"Resource": [
"SWR:**:repository:*/{namespace-name}

n

1,
"Condition": {
"StringEquals": {
"g:ResourceTag/test": [

Figure 1-2 Creating a policy

*FoicyName | poliy7Tr4s3

Visualetor

&

Py Conent A Alow © petons: 1 O (© (Optona A recuest ccition

swrsystem gelDomainResourceReports swrrepo dovnload surchartdoumioad

SolctExstig PolcyRoe @ Add Pemissions

This policy applies to SWR. You can attach this policy to a user or user group of
this service. After the policy is applied, the user or user group can download the
artifacts from a repository in the namespace-name namespace with the test=aaa
tag.

(1 NOTE

If a user or user group wants to download an image from the image repository, SWR
Enterprise Edition will extract the tag of the user or user group and verifies it with
test=aaa. If the tag matches, the user or user group is allowed to perform the operation.
Otherwise, the operation will fail.
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Step 2 Attach policy77r463 generated in Step 1 to a user or user group. Add the
test=aaa tag to a namespace, for example, the {namespace-name} namespace.
For details, see Adding a Tag to a Namespace.

Step 3 Verify that the user or user group in Step 2 can download artifacts in the
{namespace-name} namespace.

--—-End

1.5 SWR Custom Policies

Custom policies can be created to supplement system-defined policies of SWR.
You can create custom policies in either of the following ways:

e Visual editor: Select cloud services, actions, resources, and request conditions.
This does not require knowledge of policy syntax.

e JSON: Create a JSON policy or edit an existing one.
For details, see . This section illustrates common custom policies.

Example SWR custom policies

e Example 1: Allowing a user to upload and download images in the test-swr

SWR Enterprise Edition instance in the test-namespace namespace
{

"Statement": [

"Effect": "Allow",

"Action": [
"swr:repository:downloadArtifact”,
"swr:repository:uploadArtifact”

]

)
Resource": [
"swr:**:repository:test-swr/test-namespace/*"

1
b
{

"Effect": "Allow",

"Action": [
"swr:instance:createTempCredential"

]

"Resource": [
1
}

1
}

e Example 2: Denying image replication from region A to region B
{
"Version": "5.0",
"Statement": [
{
"Effect": "Deny",
"Action": [
"swr:instance:createReplicationPolicy"
]I
"Resource": [
"swr:*:*:instance:*"
]I
"Condition": {
"StringEquals": {
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"swr:TargetRegion": [
"${region-b}"

"swr:SourceRegion": [
"${region-a}"

"Effect": "Deny",

"Action™: [
"swr:instance:createReplicationPolicy"

]

5
"Resource": [

"swr:**:instance:*"
1

"Condition": {
"ForAnyValue:StringEquals": {
"swr:SourceUrls": [
"All repository addresses in region a"
]

"swr:TargetUrls": [
"All repository addresses in region b"

Issue 01 (2025-09-30) Copyright © Huawei Cloud Computing Technologies Co., Ltd.
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Repository Management

2.1 Image Repository Overview

Scenarios
An image repository manages container images. You can push and pull images to
and from a repository and view the image build history.

Prerequisites
Before using an image repository, ensure that:

e You have purchased a repository.
e You have access to repositories. For details, see Access Control Overview.
e You have created an access credential.

Pushing an Image

Step 1 Prepare a server that meets the following requirements:
e The container engine version must be later than 1.13.1.

e The server can be used within the network access range defined in Access
Control.

Step 2 Log in to the server as root.

Step 3 Use the access credential obtained in Access Credentials to log in to the registry
and access a repository.

The message Login Succeeded will be displayed upon a successful login.
Step 4 Run the following command to tag the image:

docker tag/image-name-1:tag-1] [repository-address]| [namespace-namej]|
[image-name-2:tag-2]

In the preceding command:
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Step 5

e [image-name-1:tag-1]. name and tag of the image to be pushed.

e  [repository-address]. address for accessing the repository where the image is
stored. To obtain the address, perform the following operations:

Log in to the SWR console, switch to the target region in the upper left corner
of the page. On the displayed page, click the name of the target repository to
go to the repository details page. In the Basic Information area of the
Dashboard page, obtain the access address.

e [namespace-name]. namespace you created in Creating a Namespace.
e  [image-name-2:tag-2]. new name and tag for the image.

Example:

docker tag nginx:latest test-01-2v8iom.swr.cn-east-3.mycloud.com/library/
nginx:1.1.1

Push the image to a repository.

docker push [repository-address]f [namespace-name]l [image-name:tag-name]
Example:

docker push test-01-2v8iom.swr.cn-east-3.mycloud.com/library/nginx:1.1.1

The following information will be returned upon a successful push:

fbce26647e70: Pushed

fb04ab8effa8: Pushed

8f736d52032f: Pushed

009f1d338b57: Pushed

678bbd796838: Pushed

d1279¢519351: Pushed

f68ef921efae: Pushed

v1: digest: sha256:0cdfc7910db531bfa7726de4c19ec556bc9190aad9bd3de93787e8bce3385f8d size: 1780

To view the image information, go to the repository details page and choose
Image Repositories from the navigation pane.

(11 NOTE

After an image is pushed, you can use it to create a workload on the CCE console.

--—-End

Obtaining an Image Pull Address

Step 1

Log in to the SWR console, switch to the target region in the upper left corner of
the page. On the displayed page, click the name of the target repository to go to
the repository details page.

Step 2 In the navigation pane, choose Image Repositories.

Step 3 Click the name of the target image to go to the image details page.

Step 4 Locate a desired image tag and obtain the image pull command in the Pull

Command column.

--—-End
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Other Operations

Searching for an image
Search for an image by namespace or name.
Deleting an image

To delete an image, locate the image and click Delete. To avoid deleting
important data by mistake, you need to enter DELETE to confirm the deletion.

/A\ CAUTION

Deleting an image will delete all its tags.

Deleting an image tag

To delete an image tag, click the desired image name to go to its details
page. Locate the target image tag, and click Delete. To avoid deleting
important data by mistake, you need to enter DELETE to confirm the deletion.

Follow-up Operations

After images are pushed to a repository, you can:

Configure an image retention policy to automatically delete unnecessary
images. For details, see Image Retention.

2.2 Purchasing a Repository

Scenarios

To use SWR Enterprise Edition, you first need to buy a repository. SWR Enterprise
Edition provides enterprise-class, secure hosting services for container images and
other cloud native artifacts that comply with the Open Container Initiative (OCl)

specifications.

/A\ CAUTION

By default, access to new repositories is blocked to ensure data security.

Repositories are regional resources. If you need to use a repository in multiple
regions, purchase it in each region. SWR Enterprise Edition is only available in
regions CN East-Shanghai1, CN North-Ulangab1, CN North-Beijing4, CN South-
Guangzhou, CN Southwest-Guiyang1, CN East 2, CN Northwest-Karamay, CN-
Hong Kong, AP-Singapore, AF-Johannesburg, TR-Istanbul, and AP-Jakarta.

Prerequisites

You can access the Virtual Private Cloud (VPC), Object Storage Service (OBS),
Key Management Service (KMS), and VPC Endpoint (VPCEP) services.

SWR Enterprise Edition has been authorized to access VPC, OBS, and other
related resources.
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Procedure

Step 1 Log in to the SWR console. In the upper left corner, switch to your region.

Step 2 In the upper right corner, click Create Repository. Configure the parameters as
follows:

Billing Mode: Only pay-per-use is available.

Project: Select the region or project where the repository is. The region or
project cannot be changed after repository purchase.

Repository Name: Enter a repository name. The name will be used as part of
the access address of the repository and cannot be changed after repository
purchase.

Package Specifications: Select specifications for the repository. The repository
capabilities and quotas vary with different specifications.

VPC: Select the VPC where the repository is.
Subnet: Select the subnet where the repository is.

Enterprise Project: This parameter is available only if you have enabled the
Enterprise Project Management Service (EPS) or your account is an EPS
account. The default project is default.

Custom OBS Bucket: Enabling this option allows you to select an OBS bucket
from the list. You are advised to select a 3-AZ bucket for high availability.

OBS Bucket Encryption (encryption at rest): Key Management Service (KMS)
keys are used to automatically encrypt images uploaded to OBS buckets. This
will improve data security.

(1] NOTE

OBS bucket encryption may affect repository performance.

SM Encryption: If you enable this option, SM algorithms will be used to
secure image push, image signatures, and login passwords.

Tag: Tags can be used to categorize cloud resources for easier resource
management.

Description: Describe the repository.

Step 3 Click Next.

Step 4 On the repository management page, check the creation progress. If the repository
status is Running, the repository creation is complete.

(11 NOTE

If the repository stays Creating or is not displayed in the list, click Operation Records in
the upper left corner to view the failure cause.

--—-End
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2.3 Deleting a Repository

Scenarios

If you no longer need a repository, you can delete it. Deleted repositories cannot
be recovered.

Procedure

Step 1 Log in to the SWR console. In the upper left corner, switch to your region.

Step 2 Locate the repository and click Delete. You can choose whether to delete the OBS
bucket and DNS and VPC Endpoint resources associated with this repository.

Step 3 Click Yes.
----End

/A\ CAUTION

e A deleted repository cannot be restored.

e Do not close the Delete Repository dialog box or refresh the page during the
deletion, or residual resources may be left. The dialog box will be automatically
closed when the deletion is complete.

2.4 Tag Management

2.4.1 Tag Overview

What Is a Tag?

A tag is an identifier you assign to a cloud resource. When you have many cloud
resources, you can use tags to categorize them in different ways (for example, by
purpose, owner, or environment).

In SWR Enterprise Edition, you can use tags to identify repositories or namespaces
so that you can find and manage them easier.

Application Scenarios
You can use tags to facilitate the following operations:

e Central management of resources

If you have a lot of cloud resources, you can use tags to quickly identify
resources of the same type to check, modify, or delete them.

e Resource migration
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Naming Rules

You can define a tag to identify the resources to be migrated. This improves
migration efficiency and avoids errors caused by repeatedly creating tags.

Custom billing

In a billing system, to collect and analyze bills faster and more precisely, you

can query resources with specific tags.

Each tag consists of a key and a value. For each resource, their tag keys must be
unique, and each tag key can have only one tag value. If the tag value you add is
the same as an existing one for the resource, the new value overwrites the old

one.

Table 2-1 Key and value

Parameter Rule

Example

Key e Cannot be omitted.

e Cannot start with
Sys._.

e Contains 1 to 128
characters.

e Consists of letters,
digits, underscores
(1), and hyphens (-).

e Can contain UTF-8
letters, digits, spaces,
and the following
characters: _..=+-@

Test Department

Value e Can be omitted.

e Cannot be empty or
null for a predefined
tag.

e Contains 0 to 255
characters.

e Consists of letters,
digits, underscores
(1), and hyphens (-).

e Can contain UTF-8
letters, digits, spaces,
and the following
characters: _.:;/=+-@

Shanghai
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2.4.2 Adding a Repository Tag
Constraints

Table 2-2 Maximum number of tags allowed for a single repository

Item Quota

Number of tags for a single repository | 20

Adding a Tag When Purchasing a Repository

Step 1 Log in to the SWR console. In the upper left corner, switch to your region. On the
displayed page, click Create Repository in the upper right corner.

Step 2 On the repository purchase page, click + to add a tag. Enter a key and value as
instructed in Naming Rules.

Step 3 Click Next.

Step 4 After the purchase is complete, check the new repository with tags on the
repository management page.

--—-End

Adding a Tag After Purchasing a Repository

Step 1 Log in to the SWR console. In the upper left corner, switch to your region.

Step 2 On the repository management page, locate the repository you want to add a tag
for and click Manage Tag.

Step 3 In the Manage Tag dialog box, click + . Enter a key and a value.
----End

2.4.3 Deleting a Repository Tag

You can delete tags on the SWR or TMS console. There are two methods for you
to delete tags:

e Deleting a Tag on the SWR Console
e Deleting Tags in a Batch on the TMS Console

Deleting a Tag on the SWR Console

Step 1 Log in to the SWR console. In the upper left corner, switch to your region.

Step 2 On the repository management page, locate the repository whose tag needs to be
deleted and click Manage Tag.
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Step 3 In the Manage Tag dialog box, locate the tag to be deleted and click Delete.
----End

Deleting Tags in a Batch on the TMS Console

Step 1 Log in to the TMS console.

Step 2 Choose Resource Tags > Tag Management, select the target region, set Resource
Type to SWR, and click Search. All SWR resources in this region will be returned.

Step 3 Locate the repositories whose tags need to be deleted. Click Manage Tag above
the list.

Step 4 Locate each tag to be deleted, click Delete in the Operation column, and click
OK.

2

Step 5 (Optional) Click in the upper right corner of the Search Result area.
The tag list is refreshed.
----End

2.4.4 Modifying a Repository Tag
You can modify tags on the SWR or TMS console.
Modifying a Tag on the SWR Console
Modifying Tags in a Batch on the TMS Console

Modifying a Tag on the SWR Console

Step 1 Log in to the SWR console. In the upper left corner, switch to your region.

Step 2 On the repository management page, locate the repository you want to modify a
tag for and click Manage Tag.

Step 3 In the Manage Tag dialog box, locate the tag to be modified and enter a new key
and value.

--—-End

Modifying Tags in a Batch on the TMS Console

Step 1 Log in to the TMS console.

Step 2 Choose Resource Tags > Tag Management, select the target region, set Resource
Type to SWR, and click Search. All SWR resources in this region will be returned.

Step 3 Locate the repositories whose tags need to be modified. Click Manage Tag above
the list.

Step 4 In the New Value column, set new values for the tags. Click OK.

--—-End
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2.4.5 Querying Repositories by Tag
You can quickly query repositories by tag on the SWR or TMS console.
Querying Repositories on the SWR Console

Querying Repositories on the TMS Console

Querying Repositories on the SWR Console

Step 1 Log in to the SWR console. In the upper left corner, switch to your region.

Step 2 On the repository management page, select one or more tags from the drop-
down list on the right to search for the repositories associated with any of these
tags.

--—-End

Querying Repositories on the TMS Console
Step 1 Log in to the SWR console. In the upper left corner, switch to your region.

Step 2 Choose Resource Tags > Tag Management, select the target region, set Resource
Type to SWR, and click Search. All SWR resources in this region will be returned.

--—-End

2.4.6 Managing Namespace Tags

Scenarios

A namespace is used to group container images into a category instead of storing
them. A namespace is usually created for a project or department of an enterprise.
You can add tags for namespaces to facilitate the search and management.

Prerequisites

A namespace has been created.
Constraints

Table 2-3 Maximum number of tags allowed for a single namespace

Item Quota

Number of tags for a namespace 20

Adding a Tag to a Namespace
Step 1 Log in to the SWR console. In the upper left corner, switch to your region.

Step 2 Locate the repository you want to add a namespace tag for and click the
repository name. The repository details page is displayed.
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Step 3 In the navigation pane, choose Namespaces. Click : in the upper right corner
of the page. The namespaces are listed.
Step 4 Locate the namespace you want to add a tag for and click Manage Tag in the
Operation column.
Step 5 In the Manage Tag dialog box, click + to add a tag.
Step 6 Enter a tag key and value.

--—-End

Modifying a Namespace Tag

Step 1

Step 2

Step 3
Step 4

Step 5

Log in to the SWR console. In the upper left corner, switch to your region.

Locate the repository you want to modify a namespace tag for and click the
repository name. The repository details page is displayed.

In the navigation pane, choose Namespaces.

Locate the namespace you want to modify a tag for and click Manage Tag in the
Operation column.

Enter one or more new keys or values.

--—-End

Deleting a Namespace Tag

Step 1
Step 2

Step 3

Step 4

Step 5

Log in to the SWR console. In the upper left corner, switch to your region.

Locate the repository whose namespace tag needs to be deleted and click the
repository name. The repository details page is displayed.

In the navigation pane, choose Namespaces.

Locate the namespace whose tag needs to be deleted and click Manage Tag in
the Operation column.

Click Delete on the right of the tag.

--—-End

Querying Namespaces by Tag

Step 1
Step 2

Step 3

Log in to the SWR console. In the upper left corner, switch to your region.

Locate the repository you want to query the namespaces of and click the
repository name. The repository details page is displayed.

In the navigation pane, choose Namespaces.
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Step 4 Configure one or more search filters. The search result will be displayed in the list
below.

--—-End
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Namespace Management

Scenarios

A namespace is used to group container images into a category instead of storing
them. A namespace is usually created for a project or department of an enterprise.

(11 NOTE

After a repository is created, a public namespace library will be automatically created for it.

Creating a Namespace

Step 1 Log in to the SWR console. In the upper left corner, switch to your region. On the
displayed page, click the name of the target repository.

Step 2 In the navigation pane, choose Namespaces.
Step 3 Click Create Namespace in the upper right corner.

Step 4 Enter a namespace name and select a namespace type.

e  Public: Any user can pull artifacts from the namespace after login. If other
operations on the artifacts are required, authorize users on the IAM console.

e  Private: Only users authorized on the IAM console can perform operations on
artifacts in the namespace.
Step 5 Click OK.

After a namespace is created, you can check its details in the list or card view.

= 20
Click or in the upper right corner to switch the view.
----End

Deleting a Namespace

e List view: Select a namespace and click Delete in the Operation column. In
the displayed dialog box, enter DELETE and click OK.

I.. |:| ..I
e Card view: Select a namespace and click ~— . In the displayed dialog box,
enter DELETE and click OK.
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(11 NOTE

To avoid deleting important data by mistake, namespaces containing container images
cannot be deleted. You need to delete the images first before deleting the namespaces.
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Access Management

4.1 Access Credentials

Scenarios

Image repositories can only be accessed after you have obtained an access
credential. Access credentials can be long-term valid or temporary.

e Long-term credentials: permanently valid after being created and can be
disabled or deleted. A long-term credential can be used for preliminary tests,
Cl/CD pipelines, and image pull to container clusters.

/A\ CAUTION

e Keep long-term credentials safe after they are created. If they are lost,
disable or delete them in a timely manner.

e Federated users cannot create or use long-term credentials.

e Temporary credentials: valid for 24 hours and cannot be disabled or deleted
after being created. A temporary credential can be used for temporary use,
one-time authorization, or other purposes. For example, it can also be used in
production clusters that require high security, if it is periodically refreshed.

Creating a Long-Term Credential

Step 1 Log in to the SWR console. In the upper left corner, switch to your region. On the
displayed page, click the name of the target repository.

Step 2 In the navigation pane, choose Access > Access Credentials.

Step 3 On the Long-Term Credentials tab page, click Create Long-Term Credential.
Step 4 In the displayed dialog box, enter a credential name.

Step 5 Click OK.

A long-term credential in .csv format will be automatically downloaded.
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For container images, a credential is used by the container engine to access image
repositories. For details about how to use an image repository, see Image
Management Overview.

--—-End

Creating a Temporary Credential

Step 1

Step 2

Step 3

Log in to the SWR console. In the upper left corner, switch to your region. On the
displayed page, click the name of the target repository.

In the navigation pane, choose Access > Access Credentials. Click the Temporary
Credentials tab.

Choose Image or chart and click Generate a temporary access credential.

The generated credential is displayed on the current page. You can copy and use
it.

For container images, a credential is a Docker command that is used to access
image repositories. For details about how to use an image repository, see Image
Management Overview.

--—-End

Follow-up Operations

¢ Image Management Overview

4.2 Access Control

4.2.1 Access Control Overview

By default, access to new SWR Enterprise Edition repositories is blocked for data
security. You can configure control policies to allow only required access to
repositories.

You can access repositories from the public network or a private network. The
permissions are granted separately.

e Public network access: A whitelist is used to control which IP address CIDR
blocks can access repositories.

e  Private network access: You can access a repository from any VPC in the
region where the repository is.

By default, you can access a repository from a VPC where the repository is. On
the Access Control > Private Network Access page, you can see a default
rule to allow the access.

For more information, see:

e Public Network Access
e Private Network Access
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Constraints

To obtain the subnet list of a VPC, IAM users must have the VPC ReadOnlyAccess
permission. Use your account to log in to IAM and grant this permission to IAM
users.

4.2.2 Public Network Access

Scenarios
By default, new repositories cannot be accessed through the Internet. You can
configure a whitelist to allow access to a repository through the Internet.
Constraints
You can add a maximum of 300 IP addresses or CIDR blocks to the whitelist when
creating a public network access rule.
Procedure

Step 1 Log in to the SWR console. In the upper left corner, switch to your region. On the
displayed page, click the name of the target repository.

Step 2 In the navigation pane, choose Access > Access Control.

Step 3 Click the Public Access tab and click Enable Public Network Access. Read the
message in the dialog box and click OK.

Step 4 Click Create Public Network Access Rule in the upper right corner. In the
displayed dialog box, enter or paste the copied CIDR block. Alternatively, click any
IP address text box to paste the copied CIDR block. If you need to add multiple
CIDR blocks in a batch, click Add One for many times. If you want to allow all IP
addresses to access the repository, click Add All. SWR will automatically add two
CIDR blocks (0.0.0.0/1 and 128.0.0.0/1) for you.

(11 NOTE

e To reduce the risk of attacks, you are advised to add IP addresses one by one instead of
adding a CIDR block.

e For each repository, only one rule that allows all IP addresses to access the repository
can be added.

Step 5 Click OK.
{11 NOTE

The whitelist cannot be modified. You can only delete it and create a new one.

--—-End

Follow-up Operations

To access a repository, you also need to create an access credential. For details, see
Access Credentials.
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4.2.3 Private Network Access

Scenarios

You can configure a rule to allow certain access to a repository through a private
network.

This section describes how to configure private network access for a repository.
Once private network access is configured, you can use an ECS in the specified
VPC to pull images from the repository over the private network.

After a private network access rule is created, a VPC endpoint will be created in
the VPC Endpoint service. You will be billed based on how long you have used the
VPC endpoint.

(1 NOTE

By default, you can access a repository from a VPC where the repository is. On the Access
Control > Private Network Access page, you can see a default rule to allow the access.

Constraints
You can configure three private domain names for this VPC endpoint. Ensure that

the quota of DNS record sets for private domain names is sufficient.

Procedure

Step 1 Log in to the SWR console. In the upper left corner, switch to your region. On the
displayed page, click the name of the target repository.

Step 2 In the navigation pane, choose Access > Access Control.

Step 3 Click the Private Network Access tab, and click Create Private Network Access
Rule in the upper right corner.

Step 4 In the displayed dialog box, select a project, VPC, and subnet.
{0 NOTE

If the project you select is not the default one, you need to switch to the project and
authorize access to required services in this project before you can continue to create the
rule.

Step 5 Click OK.

If the status changes to Normal and there are IP addresses displayed, the private
network access rule has been created.

Then, you can access the repository from any IP address within the CIDR block of
the subnet you selected.

When you create a private network access rule, a VPC endpoint will be created in
VPCEP. Do not delete that VPC endpoint.

--—-End
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Follow-up Operations

To access a repository, you also need to create an access credential. For details, see
Access Credentials.

4.3 Domain Names

Prerequisites

There are two types of domain names for SWR Enterprise Edition:

e Default domain name: It is automatically created for each new repository.
e Custom domain name: It is created by a user.

You can create custom domain names when:

e You want to use the domain names planned by your company.
e Repositories are migrated from other registry services and you need to
continue to use their original domain names for service continuity.

A repository can have multiple custom domain names in addition to its default
domain name. To use a custom domain name, you need to provide the SSL
certificate associated with it and access the repository over HTTPS. This section
describes how to use a custom domain name to access a repository.

(11 NOTE

A repository can have a maximum of five custom domain names. After a domain name is
added or deleted, it takes 60s to 90s to take effect.

e Domain Name Service (DNS) and Cloud Certificate Manager (CCM) cloud
services have been enabled.

e You must have permission to query a certificate list (scm:cert:list) and
permission to export certificates (varying depending on the IAM console
edition).

- New IAM console: scm:cert:export
- Old IAM console: scm:cert: download
e You have a domain name.

e A certificate has been issued for the domain name. You can purchase a
certificate using the CCM service and associate the certificate with the domain
name.

Adding a Domain Name

Step 1

Step 2
Step 3
Step 4

Log in to the SWR console. In the upper left corner, switch to your region. On the
displayed page, click the name of the target repository.

In the navigation pane, choose Access > Domain Names.
Click Add Domain Name.

In the displayed dialog box, enter a domain name, select the certificate issued for
it, and click OK.

Issue 01 (2025-09-30) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 34



SoftWare Repository for Container(Enterprise
Edition)

User Guide 4 Access Management

--—-End

Updating a Domain Name Certificate
Step 1 Log in to the SWR console. In the upper left corner, switch to your region.
Step 2 Click your repository name.
Step 3 In the navigation pane, choose Access > Domain Names.
Step 4 Locate a domain name, click Edit in the Operation column.
Step 5 Select the certificate to be updated and click OK.
----End

Deleting a Custom Domain Name
Step 1 Log in to the SWR console. In the upper left corner, switch to your region.
Step 2 Click your repository name.
Step 3 In the navigation pane, choose Access > Domain Names.
Step 4 Locate a domain name, click Delete in the Operation column.
Step 5 Enter DELETE and click OK.
----End

Configuring Domain Name Resolution
e Public network access

You can configure access control and domain name resolution to access a
repository through the Internet using a custom domain name. The following
describes how to configure domain name resolution.

Step 1 Log in to the DNS console.
Step 2 In the navigation pane, select Public Zones.

Step 3 (Optional) If there is no public domain name with a custom suffix, click Create
Public Zone in the upper right corner, enter a domain name, and click OK.

Step 4 Click your domain name to go to its details page.

Step 5 Click Add Record Set. Set parameters and click OK.

Table 4-1 Parameters for adding a record set

Parameter Description

Name Enter the prefix of the domain name
to be resolved.

Type Type of the record set. Select CNAME.
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Step 1
Step 2
Step 3

Step 4

Step 5

Parameter Description

Line Resolution line. It indicates whether
the DNS server will return resolution
results based on visitors' carrier
networks or geographical locations.
Default means that, if no lines are
matched, the default resolution result
will be returned.

TTL Cache duration of the record set. A
shorter TTL is useful for domains
whose records change frequently. The
default value is 5 minutes.

Value Set it to the default domain name of
the repository.

----End
e Private network access

You can configure access control and domain name resolution to pull images
from a repository over VPC. The following describes how to configure domain
name resolution.

Log in to the DNS console.
In the navigation pane, select Private Zones.

(Optional) If there is no private zone with a custom suffix, click Create Private
Zone in the upper right corner to create one. Enter a domain name, select a
region and VPC, and click OK.

Click your domain name to go to its details page.

Click Add Record Set. Set parameters and click OK.

Table 4-2 Parameters for adding a record set

Parameter Description

Name Enter the prefix of the domain name
to be resolved.

Type Type of the record set. Select CNAME.

Line Resolution line. It indicates whether

the DNS server will return resolution
results based on visitors' carrier
networks or geographical locations.
Default means that, if no lines are
matched, the default resolution result
will be returned.
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Parameter Description
TTL Cache duration of the record set. A
shorter TTL is useful for domains
whose records change frequently. The
default value is 5 minutes.
Value Set it to the default domain name of
the repository.
----End
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Image Management

5.1 Image Management Overview

SoftWare Repository for Container (SWR) provides easy, secure, and reliable
management of container images throughout their lifecycle, facilitating the
deployment of containerized applications. You can purchase image repositories of
different specifications as needed.

Pushing images: Pushing images (also called uploading images) helps you
push local images to an SWR image repository, so that you can manage
images more conveniently. You can use either a container engine client or the
SWR console to push your images. Currently, there are two types of container
engine clients: Docker and containerd. The supported image artifact types
are Docker Image Manifest V2 Schema 2 and Open Container Initiative (OCI).

Pulling images: Pulling images (also called downloading images) is the
process of obtaining images from an image repository. Then, you can use this
image to deploy containerized applications in CCE or CCl.

Adding image triggers: SWR often works with CCE or CCI to enable
automatic application updates. You can add a trigger to automatically update
the application that uses the image when the image tag is updated.

Adding image retention policies: After images are pushed, you can add
retention policies to automatically delete any unused images. There are
policies based on the number of image retention days and policies based on
the number of image tags.

5.2 Pushing an Image Artifact to an Image Repository

Scenarios

SWR allows you to push (or upload) local image artifacts to an SWR image
repository through a container engine client for easier image artifact
management.

Pushing an image through a container engine client is to run the docker or ctr
commands on the server where the container engine is installed. If a Docker
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container engine client is used, run the docker push command. If a containerd
container engine client is used, run the ctr push command.

Prerequisites
Before using an image repository, ensure that:

e You have purchased the repository by following the instructions in Purchasing
a Repository and have permissions to access the repository. For details about
the permissions, see Access Control Overview.

e You have created an access credential by following the instructions in Access
Credentials.

e You have created a namespace by following the instructions in Creating a
Namespace.

e You have prepared a container engine client, which can be used within the
network access range defined in Access Control.

Constraints

e If a Docker container engine client is used to push images, the Docker version
is 18.06 or later.

e If a containerd container engine client is used to push images, the containerd
version is 1.5.0 or later.

e The size of each image layer cannot exceed 10 GB.

e A maximum of 160 images can be pushed to a repository of the Enterprise
Edition concurrently.

Pushing an Image Using a Container Engine Client

You can refer to the following operations to push image using a Docker or
containerd container engine client.

Docker

Log in to the server where the container engine client is installed as user root.

2. Obtain the temporary or long-term access credential by referring to Access
Credentials and log in to the container engine client to access the image
repository.

The message Login Succeeded will be displayed upon a successful login.

/A\ CAUTION

Temporary access credentials are valid for 24 hours after they are generated.
Long-term credentials do not expire and can be used permanently.

3. Tag the image.

docker tag/image-name-1:tag-1] [repository-address]| [namespace-name]/
[image-name-2:tag-2]

8 ~]# sudo docker tag g70@-cucweu.swr-pro.myt cloud. com/1ibrary/2048:v1 g700-cucweu.swr-pro.my’ cloud.com/library/2048:v2
db18 ~]#

In the command:

Issue 01 (2025-09-30) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 39



SoftWare Repository for Container(Enterprise

Edition)
User Guide

5 Image Management

- [image-name-1:tag-1]- name and tag of the image to be pushed.

- [repository-address]- address for accessing the repository where the
image is stored. To obtain the address, perform the following operations:

Log in to the SWR console, switch to the target region in the upper left

corner of the page. On the displayed page, click the name of the target

repository to go to the repository details page. In the Basic Information
area of the Dashboard page, obtain the access address.

- [namespace-name]: namespace you created in Creating a Namespace.

- [image-name-2:tag-2]- new name and tag for the image.

4. Push the image to a repository.
docker push [repository-addressjf [namespace-name]l [image-name:tag-
namej
s -pro.my cloud.com/1libra
-pro.my cloud.com/1libra
5. View the image artifact information in the image artifact list.
(1 NOTE
After an image is pushed, you can use it to create a workload on the CCE console.
containerd
Log in to the SWR console.
2. In the navigation pane, choose Enterprise Edition. On the Repositories page,
click the name of the target repository to go to the repository details page.
3. In the navigation pane, choose Image Repositories. Locate the target image
and click View Pull/Push Commands in the Operation column.
4. On the containerd tab, click the copy button next to ctr -n k8s.io image tag
to copy the tagging command.
5. Log in to the server where the containerd engine is installed as user root and

run the command copied in 4 to tag the image. Replace the parameters in the
command with the actual values before running the command.

ctr -n k8s.io image tag/image-name-1.tag-1] [repository-address]/
[namespace-name]l [image-name-2:tag-2]

In the preceding command:

- [image-name-1:tag-1]- name and tag of the image to be pushed.

- [repository-address]. address for accessing the repository where the
image is stored. To obtain the address, perform the following operations:

Log in to the SWR console, switch to the target region in the upper left
corner of the page, and choose Enterprise Edition in the navigation
page. On the displayed page, click the name of the target repository to
go to the repository details page. In the Basic Information area of the
Dashboard page, obtain the access address.
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- [namespace-name]. namespace you created in Creating a Namespace.
- [image-name-2:tag-2]- new name and tag for the image.

[root@test-auto-93384 "I ctr —n kBs.io image tag test-auwtomation-i jkpoZ.sur—pro.myhuaveicloud.comsauto_ns_ay38h/tmprepo_0c?f3:s
haZ56:099h0ebZId7b1f0541d9d fe807fe3cZ7?cad3dBacod?dfabdf3ef577e13c7edb220 test-automation-i jkpoZ.swr—pro.myhuaueicloud .com”
Z/hhh—-test:ul

[0000]1 DEFRECATION: The “mirrors” property of “[plugins.”io.containerd.grpc.vl.cri”.registryl™ is deprecated since container

d v1.5 and will be removed in containerd v2.1. Use “config_path® instead.
test-automat ion-i jkpoZ.sur-pro.myhuaweicloud .const Z/hhh-test:ul
[root@test-auto-93384 ~1tt

6. On the containerd tab, click the copy button next to ctr -n k8s.io image
push to copy the push command and change the tag to that in 5.

[root@test-auto-93384 “1# ctr -n kBs.io image push —-user d3eff2961b974e94b0dc?dc470b7266e :eyJhbGeiliJQUzI1Ni Is Inp3ayI6InUSSmxd
mIpUVZG0 1 FpSXHIbXRulkNINk L sWTFOUns2 TTB4R 1ZUcEVSRmBuTZ ts500xUTZ0Rnh 1 TXpu TINVOUSPHEZQU1RJINL Yo THWenBR T TFaUEIraGFXa0kZU1VS TFI6CFAO
1

R
T
1
i
u

LU LYLUIK TAR L1 JUXNZULN L EGUD T1LUS PO NG TWD JEVIPLL LD | JDNT 9 JT JYWLW T4 2T LT LE 121090 JUOL LHUN 1H TZEAN L 100113 LINVEVUAL LR L JU1ZUN2 T JHan 11
NUMZMyOx MU YuLWJhMDULMD I 1NWF jHTAXO0GF j1iwidGIrZWSfdH IwZSI6InR1bXAiLCI1cZUyYXZ1K] joiZDN1ZnYy0TYxY jk3NGUSNG [WZGHIZGMONZB iNz IZNmU i £ .
yhxRUGEBDOF i o1 YCoqzpQyKZBpPRykpZMAd £ 706 [09Enwzr imTOuspIthrpiMpzqreqpyrs 1L jfboM96uKcJBHPsUZc 1u j1SaLuangRxSp01mUrZDFznz jzKAzmOcgp:
KMbYEduwor i zLAkoooEEp 15xUX3LF jd73uTy i ?4hxf-Cm6TtKK_1yJFbdnTrbPnAg j4rdZf456ei i IULGmP jFPNpebUzop9p0k615d30gK?HgL] lugPgZ0Wue IynkbR;
yJ-H5toJdpSZF TUDUZsVUcChxUZ5AUddybnIsJagEh TCPAx ix3Mtd_HSucB1UcWdFH?¢S5iD632_pCBuyc2GmA test-automation—i jkpoZ .sur—pro.myl cl
ud . com/’ <hhh-test:ul

[00001 DEPRECATION: The “mirrors® property of ‘[plugins.”io.containerd.grpc.vl.cri”.registryl’ is deprecated since containe
d v1.5 and will be removed in containerd vZ.1. Use ‘config_path® instead.
manifest-sha256 :099h0eb29d7b1£054149dfeB07fe3c2?ca93Bac0?d fabd f3ef577e13c?edb220: done 1

|
conf ig-sha256:84206c4299b005bAf fecdb4597cadI60f45e174e32fa0f365a13f fdBa3h4da?1:  dome |

I
elapsed: 1.5 s total: 5.5 Ki (3.7 KiBrs)

[root@test-auto-93364 "1k
(O NOTE

The command is only valid for 24 hours after it is generated. To obtain a push
command that will remain valid for a long term, see Access Credentials.

7. \Verify that the image has been pushed.

5.3 Pulling an Image Artifact to a Local Host

Scenarios

To use an image stored in a repository, you need to pull (or download) it from the
repository first. Then, you can use the image to deploy containerized applications
in CCE or CCI.

Images are either public or private. If the namespace is public, all images in the
namespace are public. If the namespace is private, all images in the namespace
are private. Public and private images are different in the following aspects:

e Public images can be downloaded without log into Docker.

e Private images can be downloaded only after you log in to Docker and are
granted the download permission (the corresponding action is
swr:repository:downloadArtifact).

You can use Docker or containerd to pull images from SWR.

Prerequisites
e Your network is normal.

e You have prepared a container engine client, which can be used within the
network access range defined in Access Control.
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Constraints
If a Docker container engine client is used to pull images, the Docker version is
18.06 or later.
Procedure

You can refer to the following operations to pull image using a Docker or
containerd container engine client.

Docker

1.

Obtain and copy the temporary access credential.

/A\ CAUTION

Temporary access credentials are valid for 24 hours after they are generated.
Long-term credentials do not expire and can be used permanently.

Log in to the server where Docker is installed as user root and run the
command obtained in 1.

Log in to the SWR console.

In the navigation pane, choose Enterprise Edition. On the Repositories page,
click the name of the target repository to go to the repository details page.

In the navigation pane, choose Image Repositories. Click the image name to
go to the image details page.

In the Artifacts area on the right, click 0O' next to Docker command in the
Pull Command column to copy the command.

L] NOTE
The command is only valid for 24 hours after it is generated. To obtain a pull
command that will remain valid for a long term, see Access Credentials.

Run the pull command copied in 6 on the server where Docker is installed as
user root.

bl8 ~1#| docker pull g706-cucweu.swr- et 4fcbdosas
d.c uTling from 1l

T

e7coefafcbdosatccaed16d37 553

You can also replace the "at" sign (@) in the pull command copied in 6 with a
colon (:) and replace the digest of the image artifact with the image tag.

[rootg@ ;;-db?ls ~]# docker |I3u-11 .g}'E]E]lCIJC'n' .SWr-pro.my - :linud.cnm,.-’liBrarj,-',.-’li'tte:'-.-'1
vl: Pulling from lib 1

Downleoaded newer image for g
Wel.SWr-pro.my lcloud.com/library/litte:vl

Run the docker images command to check whether the image is successfully
pulled.
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containerd

Log in to the SWR console.

In the navigation pane, choose Enterprise Edition. On the Repositories page,

click the name of the target repository to go to the repository details page.

In the navigation pane, choose Image Repositories. Click the image name to

go to the image details page.
In the Artifacts area on the right, click Generate command next to

containerd command in the Pull Command column. In the displayed dialog

box, copy the command.
Log in to the server running containerd as user root.
Run the command copied in 4.

[root@test-auto-93384 “1# ctr —n kBs.io image pull -k —user d3eff2961b974e94b0Ac?dc4?0b7266e :eyJhbGei0iJQUzI1NL IsInp3ayl6 ImUSSn
o
d
¥
1
F
F
d
u
u
o

= - ) - + w o P = . s - S
1£fNdzsB91Y Ihemo0Br iFS51Suio-h-SeyaDsdufEaSIUPHE7RORYbyddyJiZ jf88f gt EQLObS jLkCOxdt01Dt jy test-automation-i jkpoZ.swr-pro.r_ i
cloud . con| !/hhh-test :sha256 :5c51d46ac46dB3de0091a503ad81505d3127b2671d48ef fe2?08b47bb439903
[00001 DEPRECATION: The “mirrors’ property of “[plugins."io.containerd.grpc.vl.cri”.registryl” is deprecated since container
d v1.5 and will be removed in containerd vZ.1. Use “config_path® instead.
test-automation-i jkpoZ.sur-pro. cloud .com/! /]\h]l—test sha256 :5c51d46ac46dB83de0091a503adB1505d3127b2671d48ef fe2? £O8
b4?7bb439903: resolued 1
manifest-shazbe: 5C51d16m:‘16(lﬁ3(le0051a503ﬂd31505(l312?]:267ltlﬂEEffEZ?fGEb‘l?bh433363
exists I I
layer—shaZ56: hZal:1‘540119aESeSeSQHaEHSBaOSdBBaadeBﬁeSEIIE-EIfa?SlHEe?BZhaGZEhbSBH
exists
conf ig-sha256: 13a1bE‘313:33(\367051617327(15163751:1:0(\137‘331)f2|:153|:55&4553435f23‘36
exists
layer—-shazbe : 67(12l‘318BBEmB1«6&33]‘13&3‘1(\fEEb23d5C?dfZ1f18?E531h4b230|:32‘1?b1Ef6:

exists I I
layer-sha256: 4l‘4fh?003f54461l:I‘RBZSTlaEOdlﬂaﬂdl:1e()l:dh55?74EQaEd?SeEBdESHEBaEBl H

layer-sha256: 2l‘1‘1l‘37150l‘BfSBGSBal15(“)37205fZecSSOSEc1a90f52|:11‘6326(1‘3(1791‘76(134:
exists

layer—-shaz56 : ﬂ410dEE4dhﬂ300dth27ﬁ73ﬁ‘lEdlZShE57(1[:16?ﬂOﬂhfEﬂOhﬂEhﬂZSﬂB[:?E[:3471:
exists I

layer-sha256: ‘1&4315959]}1‘55319269&3723!“32])‘3096B‘lhcc?ﬁdhﬁ@fhﬂl?ﬂofhl:fla'lﬂO‘ITZl:@ H

ists

layer-shaz56: 34391234?3ﬂ)‘ifidaOSCEngbf?Ba?BdS‘iOOE?SCaOZ‘BOGGEEIf1961679310307c H

exists
elapsed: 0.6 s

total: 0.0 B (0.0 Bss)
unpacking linux- and64 sha256:5c51d46ac46d83de0091a503ad815054312?7b2671d48ef fe27106b47bb439903. . .
done: 44.068427ns
[root@test-auto-93384 ~

(10 NOTE

The command is only valid for 24 hours after it is generated. To obtain a pull
command that will remain valid for a long term, see Access Credentials.

Verify that the image has been pulled.

[root@test-auto-93384 ~14 ctr -n ks.io image ls | grep hhh
[0000]1 DEFRECATION: The ‘mirrors’ property of “[plugins."ic.containerd.grpc.ul.cri”.registryl” is deprecated since containe
d vl.5 and will be removed in containerd vZ.1. Use “config_path® instead.
test-automation-i jkpoZ.swr-p - loud . com. Zhhh-test :sha256 : 0h9776500454847493dcach0cda?13a2d4c083b6 7969684183447
icationsund .docker.distribution. nanifest uZ+jscm sha256 :0b97765004546847493dcac50cda?13a2d4c083b679

test-automation—i jkpoZ.sur-pro.| >loud.com 1Z#hhh—-test :sha256 5E51d1ﬁﬂ[:16dﬂ3d30031ﬂ503ﬂdBlEDEdSlZ?hZﬁ?ld{EEffEZ?fﬂ
h47hb439903 applicationsund .docker .distribution. nanifest.uZ+json sha256 :5c51d46ac46d83de0091a503adB1505d3127b267 1
48el £e27f0Bb47bb439903 19.0 HiB  linux-/and64 io.cri-containerd . image=managed

[rootRtest-auto-93384 ~ 11

5.4 Image Signatures
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5.4.1 Signing an Image

Scenarios

Constraints

Prerequisites

You can use keys created in Data Encryption Workshop (DEW) to sign images. This
will ensure image consistency during distribution and deployment and prevent
man-in-the-middle (MITM) attacks or unauthorized image use and updates. An
image can be automatically signed based on a policy after it is pushed. Before
signing images, create an asymmetric key in Data Encryption Workshop (DEW).
Then, create a signature rule, and set parameters. Images will be manually or
automatically signed based on the rule.

Only V1.23 and later clusters are supported.
Only key algorithms listed in Table 5-1 can be used.

A repository can have a maximum of 100,000 image tags and a maximum of
300 image tags can be signed per minute. After the verification plug-in is
installed, the signatures of a maximum of 300 image tags can be verified per
minute.

You have purchased a repository.

Creating an Asymmetric Key

Step 1
Step 2

Step 3

Log in to the DEW console.

In the navigation pane, choose Key Management Service. Click Create Key in the
upper right corner.

In the displayed dialog box, configure the parameters and click OK.

Asymmetric key algorithms are required by image signatures. So, select an ECC or
SM2 algorithm for Key Algorithm and SIGN_VERIFY for Usage. Configure other
parameters based on site requirements.

Table 5-1 Key algorithms supported by SWR
Key Algori | Specification | Description Used For
thm s

Asymm | ECC e EC P256 NIST Elliptic Curve | Creating digital
etric _ ECcDSA | Cryptography signatures

SHA_25 | (ECC)

6

e EC P384
- ECDSA_
SHA_38
4
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Key Algori | Specification | Description Used For
thm s
Asymm | SM2 SM2 SM2 asymmetric Encrypting and
etric key decrypting a small
amount of data, or
creating digital
signatures
----End

Creating a Signing Policy

Step 1 Log in to the SWR console. In the upper left corner, switch to your region. Click a

repository name to go to its details page.

Step 2 In the navigation pane, choose Image Signature.

Step 3 Click Create Signing Policy in the upper right corner.

Step 4 In the displayed dialog box, configure the parameters.

Table 5-2 Parameter description

Parameter

Description

Example

Name

Policy name.

SignatureRule

Namespace

Select the namespace where the image is.

library

Application
Scope

Image: Image name. By default, a regular
expression is used to match images.

- -
Alternatively, you can click " Select Images

to select images.

The regular expression can be nginx-* or

{repol, repoZ}.

e * matches any field that does not
contain the path separator /.

e ** matches any field that contains the
path separator /.

e ?: matches any single character except /.

e {option 1, option 2, ..}. matches any of
the options.

Tag: image tag. A regular expression is

used.

nginx-*;

matches images

starting with
nginx-.

Signing
Method

Select KMS.

KMS
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Parameter

Description

Example

Signature Key

Select the key created in Creating an
Asymmetric Key. Note the following:

e If the algorithm is not supported, it
cannot be selected.

e |If the key usage is not SIGN_VERIFY, the
key cannot be selected.

e If the key status is not Enabled, the key
cannot be selected.

key1

Trigger Mode

e Manual: You need to manually trigger
image signing.

e Event + manual: When a new image is
pushed to a repository and the image
matches the regular expression, image
signing will be triggered.

Event + manual

Description

Enter a description for the policy.

Step 5 Click OK.
----End

Verifying Image Signing

Log in to the SWR console. In the navigation pane, choose Enterprise Edition.

Click a repository name to go to its details page. Choose Image Signature. Create
a signing policy and execute it. After the execution is successful, go to the Image

Repositories page. Click the signed image. The attachment in the Artifacts area is
the signature file of the image.

5.4.2 Verifying an Image Signature

Scenarios

To verify image signatures, you need to install the swr-cosign add-on. This section
describes how to install the add-on.

Installing swr-cosign

Step 1 Log in to the CCE console.

Step 2 In the navigation pane, choose Add-ons.

Step 3 In the search box, enter cosign.

Step 4 Locate the Container Image Signature Verification add-on in the search result
and click Install.

Step 5 Set the following parameters:

e  Cluster: Select the cluster where the image will be used. Only K8s V1.23 or

later clusters are supported.
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NOTICE

Before verifying image signatures in a namespace of a cluster, you need to add the
policy.sigstore.dev/include:true label for the namespace.

e Version: Select an add-on version.

e Specifications:
- Single: The add-on can be used only in one repository.
- HA: The add-on can be used in two repositories.

- Custom: You can customize the number of repositories, CPU quota, and
container quota.

Table 5-3 swr-cosign specifications

Parameter Description

Add-on The value can be Single, HA, or Custom.
Specifications

Pods Number of pods that will be created to match the
selected add-on specifications.

If you selected Custom for Specifications, you can
adjust the number of pods as needed.

Containers If you selected Custom for Specifications, you can
adjust the container specifications as needed.

e Parameters

- KMS Key: Select a key created in Creating an Asymmetric Key.

- Signature Verification Image: Click and select the images whose
signatures need to be verified.

Table 5-4 swr-cosign parameters

Parameter Description
KMS Key Select a key. Only EC_P256, EC_P384, and SM2 keys are
supported.
You can create a key using KMS.
Signature Enter a regular expression. For example, if you enter
Verification docker.io/**, the signatures of all the images in the
Image docker.io repository will be verified. To verify the

signatures of all images, enter **,

Step 6 Click Install.
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After the installation is complete, select the cluster and click Add-ons in the
navigation pane. On the displayed page, you can see the installed swr-cosign.

--—-End

Verifying an Image Signature

Log in to the CCE console and click the name of a cluster where swr-cosign has
been installed. In the navigation pane, choose Workloads and click Create
Workload. Select a namespace with the policy.sigstore.dev/include:true label
and an unsigned image. Select an image access credential and continue to create
the workload. The image will fail the signature verification because it has no
signature.

5.5 Replicating an Image to Other Regions

Scenarios

You can replicate images between registries. In this way, images in one registry
can be used in other registries for quick container deployment and updates
globally. You can replicate artifacts between SWR Enterprise Edition and:

e SWR Shared Edition

e An SWR Enterprise Edition registry in another region or a private registry built
based on open-source Harbor

You can create a policy to customize a replication. For example, you can customize
the artifact type (images, Helm charts, or all), source images and tags (using a
regular expression), and whether to overwrite existing artifacts.

5.5.1 Target Registries

Adding a Target Registry

Step 1

Step 2
Step 3

Log in to the SWR console. In the upper left corner, switch to your region. Click a
repository name to go to its details page.

In the navigation pane, choose Image Replication > Target Registries.

In the upper right corner, click Add Target Registry.

Table 5-5 Parameter description

Parameter Description Example

Registry Name | Target registry name. remote-registry
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Parameter Description Example
Provider Location of the target registry. The value SWR Enterprise
can be: Edition

e SWR: SWR Shared Edition

e SWR Enterprise Edition: Huawei
Cloud indicates SWR Enterprise Edition
in another region and Other indicates
other registry provider.

e Harbor: image registry built using

Harbor.
Registry Target registry address. SWr.cn-
Address east-3.mycloud.c
om

Access ID ID and password used to access the target | -
Access registry.
Password The ID and password are the user name

and password in the docker login

command.
Verify Remote | If you select this option, the system will -
Certificate check whether the remote certificate is

released by an authorized organization. If

you do not, it will not be checked.
Region Region of the target registry. This region’

parameter is available when the provider

is SWR Enterprise Edition.
Project Project of the target registry. This region1

parameter is available when the provider
is SWR Enterprise Edition.

Registry Repository name. This parameter is -
available when the provider is SWR
Enterprise Edition.

Hosts This parameter is available only when the | -
provider is Harbor. The backend service
can only resolve the public domain name
of the current site. If other domain names
are involved, set this parameter, for
example, to the repository domain name
and OBS bucket domain name.

Description Describe the target registry. -

Step 4 Click OK.
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You can check the health status in the target registry list and modify target

registries.

--—-End

5.5.2 Replication Policies

Creating a Replication Policy

Step 1

Step 2
Step 3
Step 4

Log in to the SWR console. In the upper left corner, switch to your region. Click a
repository name to go to its details page.

In the navigation pane, choose Image Replication > Replication Policies.

Click Add Replication Policy in the upper right corner.

In the displayed dialog box, configure the parameters.

Table 5-6 Parameter description

(for pull from
target registry)

other clouds. If you omit it here, images will
be pulled to the same namespace as in the
source registry by default. If no such a
namespace exists at the destination,
replication may fail.

Parameter Description Example
Name Replication policy name. SyncRule
Replication e Push to target registry: Push images to | Push to target
Direction the target registry. registry

e Pull from target registry: Pull images

from the target registry.

Target Registry | Select the target registry added in Adding a | -

Target Registry.
Destination Namespace that images will be pushed to. | library1
Namespace A namespace may be called a project on
(for push to other clouds. If you omit it here, images will
target registry) | be pushed to the same namespace as in the

source registry by default. If no such a

namespace exists at the destination,

replication may fail.
Destination Namespace that images will be pulled to. A | library1
Namespace namespace may be called a project on
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Parameter Description Example

Source Namespace: Select a namespace. library2

Resource Filter | |mage: Image name. By default, a regular | nginx-*

(for push to expression is used to match images. -

target registry) . .
Alternatively, you can click —~ Select Images

to select images.

The regular expression can be nginx-* or
{repol, repo2}.

e * matches any field that does not
contain the path separator /.

e ** matches any field that contains the
path separator /.

e ?: matches any single character except /.

e {option 1, option 2, ...} matches any of
the options.

Tag: Image tag. You can use a regular
expression to specify tags. The matching
rules are the same as those for images.
NOTE

This parameter is available only when the
replication direction is Push to target registry.

Source Namespace: You can use a regular library2
Resource Filter | expression to specify namespaces. nginx-*
(for pull from | |age: Image name. By default, a regular | «
target registry) | expression is used to match images.

The regular expression can be nginx-* or
{repol, repo2}.

e * matches any field that does not
contain the path separator /.

e **: matches any field that contains the
path separator /.

e ?: matches any single character except /.

e {option 1, option 2, ...} matches any of
the options.

Tag: Image tag. You can use a regular
expression to specify tags. The matching
rules are the same as those for images.
NOTE

This parameter is available only when the
replication direction is Pull from target registry.
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Parameter Description Example
Trigger Mode e Manual: You need to manually trigger Scheduled +
image replication. manual

e Event + manual: Image replication is
triggered when a new image is pushed
or pulled and the image meets the
regular expression.

e Scheduled + manual: Scheduled means
image replication is triggered

periodically.
Scheduled This parameter is available only when -
Trigger Mode is set to Scheduled +
manual.
Overwrite Whether to overwrite images at the -

destination with the same name.

Description Enter a description for the policy. -

Step 5 Click OK.

--—-End

Replication Policy Examples

Push to target registry

Push all images starting with nginx-in from the library namespace of the
local repository to the lib1 namespace of the target repository test-edit-fail.
The replication needs to be triggered manually and images with the same
name will be overwritten.

Pull from target registry

Pull all images starting with nginx-in from the lib1 namespace of the target
repository test-edit-fail to the library1 namespace of the local repository.
The replication needs to be triggered manually and images with the same
name will be overwritten.

Managing Replication Policies

You can manage your replication policies as follows:

Enable or disable a replication policy. () indicates a policy is enabled and

indicates the policy is disabled. A new policy is enabled by default.
Manually execute a replication policy.
Modify a replication policy.
Delete a replication policy.
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e View a replication task. When a replication policy is triggered, the images that
meet the policy will be replicated. The following table describes details about
a replication task.

Table 5-7 Replication task parameters

Parameter Description

Task ID Unique ID of a replication task for a repository.
Status Task status.

Trigger Mode The value is Manual or Automatic.

If you click Execute, the trigger mode is Manual. If the
replication is executed periodically based on a schedule,
the trigger mode is Automatic.

Success Rate The percentage of images that are successfully
replicated to the total number of images that need to
be replicated.

Total Total number of images to be replicated in the current
task.

Duration Time required to complete a task.

Created Time when a replication task was triggered.

Operation View Details: You can check the replicated images in

the right pane after clicking this button.

5.5.3 Replicating Images

Procedure
Step 1 Purchase a repository. For details, see Purchasing a Repository.

Step 2 Log in to the . In the upper left corner, switch to your region. Click a repository
name to go to its details page.

Step 3 In the navigation pane, choose Image Replication > Target Registries.
Step 4 Configure a target registry as described in Table 5-5.

Step 5 In the navigation pane, choose Image Replication > Replication Policies to
create a replication policy. For details, see Creating a Replication Policy. Images
will be manually or automatically replicated based on the policy.

--—-End
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5.6 Triggers

Scenarios

You can create a trigger to automatically execute the defined HTTP POST requests.
For example, when an image is pushed, the CI/CD pipeline will automatically pull

and deploy the image to a cluster. In this way, you can quickly connect to the
Cl/CD pipeline for container DevOps.

Creating a Trigger

Step 1

Step 2
Step 3

Step 4

Log in to the SWR console. In the upper left corner, switch to your region. On the
displayed page, click the name of the target repository to go to the repository

details page.

In the navigation pane, choose O&M Center > Triggers.

Click Add Trigger in the upper right corner.

In the displayed dialog box, configure the parameters.

Table 5-8 Parameter description

Parameter

Description

Example

Name

Trigger name.

TriggerRule

Namespace

Namespace where a trigger will be created.

library1

Application
Scope

Image: Image name. By default, a regular
expression is used to match images.

[ — P
Alternatively, you can click =~ Select Images

select images.

to

The regular expression can be nginx-* or
{repol, repo2}

e * matches any field that does not contain
the path separator /.

e ** matches any field that contains the
path separator /.

e ?: matches any single character except /.

e {option 1, option 2, ...} matches any of the
options.

Tag: Image tag. You can use a regular
expression to specify tags. The matching
rules are the same as those for images.

nginx-*

Trigger Action

You can set the following action as a trigger:
e Pushing an image

Pushing an
image
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Parameter Description Example
Remote If you select this option, the system will -
Certificate check whether the remote certificate is
Verification released by an authorized organization. If
you do not, it will not be checked.
Request e Private network Private
Address Type network

e Public network

Request
Address

IP address the trigger will send a POST

request to.

CAUTION
The IP address must fall into the default VPC
network CIDR block you specified when you
purchased the repository.

Request
Header

When a trigger sends a POST request, the
header information can be in Key:Value
format. Example: Authentication: xoooxx.

Use semicolons (;) to separate multiple
headers, for example,
paramT:valueT,paramZ2:value2.

Step 5 Click OK.
----End

Managing Triggers

You can manage your triggers as follows:

e Enable or disable a trigger. (} indicates a trigger is enabled and
indicates the trigger is disabled. A new trigger is enabled by default.

e Modify a trigger. All parameters except Namespace and Request Address can

be modified.

e Delete a trigger.

e View a trigger. When the action specified in a trigger is executed, the trigger

will send a request. You can click * to view trigger records.

Table 5-9 Trigger records

Parameter

Description

Trigger Action Action that triggers a request.

Trigger Resource

Repository resource on which the action was performed.

Status

Status of the Webhook request sent by a trigger.

Created

Time when the Webhook request was sent.
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5.7 Image Retention

Scenarios

Constraints

In modern software development, images are generated in pipelines and updated
in each iteration. When images of earlier versions are no longer needed, you can
delete them by using image retention policies, which can be, manually or
periodically triggered. The rules in a policy can be used separately or in a
combination.

There can only be one retention policy in a given namespace. Each policy has 1 to
15 rules.

Creating an Image Retention Policy

Step 1

Step 2
Step 3
Step 4

Log in to the SWR console. In the upper left corner, switch to your region. On the
displayed page, click the name of the target repository to go to the repository
details page.

In the navigation pane, choose O&M Center > Image Retention.
Click Add Retention Policy in the upper right corner.

In the displayed dialog box, configure the parameters.

Table 5-10 Parameter description

Parameter Description Example
Name Retention policy name. AgingRule
Namespace Namespace where the retention library1

policy will be applied.

Trigger Mode e Manual: You need to manually Scheduled + manual
trigger image retention.

e Scheduled + manual: Scheduled
means image retention is
triggered periodically.

Scheduled This parameter is available only -
when Trigger Mode is set to
Scheduled + manual.
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Parameter

Description

Example

Image

You can:

e Enter a regular expression.
Example: nginx-* or {repo],
repo2}.

- *' matches any field that does

not contain the path
separator /.

- ** matches any field that
contains the path separator /.

- ?: matches any single
character except /.

- {repol, repo2, ...} matches
any of the options.

Note: If this parameter is left

blank or set to **, all images will
be matched.

e Select images from a list.

nginx-*

Tag

Image tag. Enter a regular
expression.

Example: v1* or {v7, v2}

e * matches any field that does
not contain the path separator /.

e **: matches any field that
contains the path separator /.

e ?: matches any single character
except /.

e {vi, v2} matches any of the
options.

vl

Condition

Retention condition. The options are
as follows:

e Retain the # image tags pushed
most recently

e Retain the # image tags pulled
most recently

e Retain image tags pushed within
the last # days

e Retain image tags pulled within
the last # days

# indicates the number of tags or
days.

Retain the 10 image
tags pushed most
recently

Enable

Whether to enable or disable a
retention rule.

Issue 01 (2025-09-30) Copyright © Huawei Cloud Computing Technologies Co., Ltd.

57



SoftWare Repository for Container(Enterprise

Edition)
User Guide

5 Image Management

Parameter Description Example

Operation You can delete a retention rule. -

Step 5 Click OK.

--—-End

Retention Policy Examples

Example 1:

In the library namespace, for all images, retain the 2 most recently pushed
and the 5 most recently pulled tags. The policy needs to be manually
triggered.

x
Add Retention Policy
@ There can only be one retention policy in a given namespace. Each policy has 1 to 15 rules X
* Name demod
* Namespace library v
* Trigger Mode @ WManual Scheduled + manual
Image (3 Tag @ Condition Enabling ... | Operation
RegEx v | = Retain the #image tags p_. ~ || 2 o Delete
RegEx v |- - Retain the #image tags p [ @) Delete

For example, there are 10 image tags. Image tags 9 and 10 are most recently
pushed. Image tags 1 to 5 are most recently pulled. Based on the policy,
image tags 6 to 8 will be deleted.

Example 2:

In the library namespace, retain the tags pushed in the last 3 days for the
demo-image-v8 and demo-image-v7 images and the tags pulled in the last
day for the demo-image-v6 and demo-image-v5 images. The policy is
executed at 00:00 of the first day every month but can also be triggered
manually.

Add Retention Policy ”
© Only one aging rule is allowed to be created under each namespace. Each aging rule contains at least 1 sub-rule and a maximum of 15 Sub-rules X
* Name demo02
* Namespace library v
 Trigger Mode Manual (@) Scheculed + manual
*Scheduled @ Executeonceat| 0 0 ~ |onday| 1 v |every| M.
Rule scope (mirror) (3 Rule scope (version) (3 Condition Enabling ...  Operation
Sekcton Z:::::z:j - - Retain mage tags pushed. || 3 a o) Deete
demo-image-v6 v
Selection v = Retain image tags pulled .~ || 1 a [ @) Delete
demo-image-v5
Cancel “
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Managing Retention Policies
You can:
e Execute a retention policy. To prevent misoperations, you are advised to test a

retention policy before executing it for the first time.

e Test a retention policy. You can use it to check whether a policy is in effect but
no image tags will be deleted in the test.

e Modify a retention policy. All parameters except Namespace can be modified.
e Delete a retention policy.

Figure 5-1 Managing retention policies

Image Retention

aaaaaaa

e View a retention task. When a retention policy is triggered, only the images
that meet the policy will be retained. The following table describes details
about a retention task.

Table 5-11 Retention task parameters

Parameter Description

Trigger Mode The value is Manual or Automatic.

If you click Execute or Test, the trigger mode is
Manual. If the replication is executed periodically based
on a schedule, the trigger mode is Automatic.

Status Task status.

Test The value can be Yes or No.

If you click Test, the value is Yes. If you click Execute,
the value is No. You can use Test to check whether a
policy is in effect but no image tags will be deleted in

the test.
Tags Deleted Number of image tags that are deleted based on the
policy.
Created Time when a retention task was triggered.
Ended Time when a retention task was ended.
Retention Retention records of each image tag, such as the
Records namespace, tag name, and retention results.
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Figure 5-2 Task details

Trigger Mode  Manual

Subtask Details

Status Succeeded

Test Yes Created  Jul 23, 2024 15:41:50 GMT=08:00
All statuses v Q l
Image Status Tags ... Created Ended
~ 192.168.12_.. Succee... 1 Jul 23, 2024 15:41:50 ... Jul 23, 2024 15:41:50 ...

Retention Records

All statuses e Q

Namespace Image Version Status

fiiii 192.168.128.36-ima. .. 192.168.128.36-[x11 Deleted
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Using CTS to Audit SWR

6.1 SWR Operations Supported by CTS

Scenarios

Cloud Trace Service (CTS) is a log audit service provided by Huawei Cloud and
intended for cloud security. It allows you to collect, store, and query cloud
resource operation records and use these records to analyze security, audit
compliance, track resources, and locate faults.

With CTS, you can record operations related to SWR for future query, audit, and
backtrack.

Key Operations Recorded by CTS

Table 6-1 SWR Enterprise Edition operations recorded by CTS

Operation Resource Type Trace Name

Creating an Enterprise Edition | instance createlnstance

instance

Listing Enterprise Edition instance listinstances

instances

Querying the details about an | instance getinstance

Enterprise Edition instance

Deleting an Enterprise Edition | instance deletelnstance

instance

Querying the instance configuration getinstanceConfigurations

configuration

Modifying the instance configuration updatelnstanceConfigurations
configuration

Querying audit logs instance getinstanceAuditLogs
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Operation Resource Type Trace Name
Querying instance statistics instance getlnstanceStatistics
Creating a namespace namespace createNamespace
Listing namespaces namespace listNamespace
Querying the details about a namespace getinstanceNamespace
namespace
Modifying a namespace namespace updateNamespace
Deleting a namespace namespace deleteNamespace
Listing repositories repository listinstanceRepositories
Listing repositories in an repository listinstanceRepositories
organization
Querying the details about a repository getinstanceRepository
repository
Deleting a repository repository deleteRepository
Modifying a repository repository updateRepository
Listing artifacts artifact listinstanceArtifacts
Querying the details about an | artifact getinstanceArtifact
artifact
Deleting an artifact artifact deleteArtifact
Listing artifact attachments artifact listinstanceAccessories
Querying artifact dependencies | artifact getinstanceArtifactAddition
Listing artifact tags tag listinstanceTags
Querying the details about an | tag getinstanceTag
artifact tag
Deleting an artifact tag tag deleteTag
Querying the details about an | tag getinstanceTagAddition

artifact accessory

Creating a retention policy

retentionpolicy

createRetention

Listing retention policies

retentionpolicy

listInstanceRetentionPolicies

Querying the details about a
retention policy

retentionpolicy

getinstanceRetentionPolicy

Modifying a retention policy

retentionpolicy

updateRetention

Deleting a retention policy

retentionpolicy

deleteRetention
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Operation Resource Type Trace Name
Executing a retention policy retentionpolicy executeRetention
manually
Listing execution records of a retention listinstanceRetentionPolicyExe-
retention policy cutions
Listing execution tasks of a retention listinstanceRetentionPolicyEx-
retention policy ecTasks
Listing execution subtasks of a | retention listinstanceRetentionPolicyEx-
retention policy ecSubTasks
Creating a trigger policy triggerPolicy createTriggerPolicy
Listing trigger policies triggerPolicy listinstanceWebhooks
Querying the details of a triggerPolicy getlnstanceWebhook
trigger policy
Modifying a trigger policy triggerPolicy updateTriggerPolicy
Deleting a trigger policy triggerPolicy deleteTriggerPolicy
Listing jobs executed by a triggerPolicy listinstanceWebhooklJobs
trigger policy
Creating an image replication registry createRegistry
registry
Listing image replication registry listinstanceRegistries
registries
Querying the details about an | registry getinstanceRegistry
image replication registry
Modifying an image registry updateRegistry
replication registry
Deleting an image replication | registry deleteRegistry
registry
Creating an image replication replication createReplicationPolicy
policy
Listing image replication replication listinstanceReplicationPolicies
policies
Querying the details about an | replication getinstanceReplicationPolicy
image replication policy
Updating an image replication | replication updateReplicationPolicy
policy
Deleting an image replication | replication deleteReplicationPolicy
policy
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Operation Resource Type Trace Name
Executing an image replication | replication executeReplicationPolicy
policy
Listing execution records of an | replication listinstanceReplicationPolicyEx-
image replication policy ecutions
Stopping an image replication | replication stopReplicationExecution
task
Listing execution tasks of an replication listinstanceReplicationPolicyEx-
image replication policy ecTasks
Listing execution subtasks of replication listInstanceReplicationPolicyEx-
an image replication policy ecSubTasks
Listing scan policies scan listinstanceScanPolicies
Creating a scan policy scan createScanPolicy
Querying the details of a scan | scan getinstanceScanPolicy
policy
Modifying a scan policy scan updateScanPolicy
Deleting a scan policy scan deleteScanPolicy
Executing a scan policy scan executeScanPolicy
Listing the execution records of | scan listinstanceScanPolicyExecu-
a scan policy tions
Listing the execution tasks of a | scan listinstanceScanPolicyExecTasks
scan policy
Listing image signature signature listinstanceSignPolicies
policies
Creating an image signing signature createSignaturePolicy
policy
Querying the details about an | signature getinstanceSignPolicy
image signing policy
Updating an image signing signature updateSignaturePolicy
policy
Deleting an image signing signature deleteSignaturePolicy
policy
Executing an image signing signature executeSignaturePolicy
policy manually
Listing the execution records of | signature listinstanceSignPolicyExecu-
an image signing policy tions
Listing execution tasks of an signature listinstanceSignPolicyExecTasks

image signing policy
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Operation Resource Type Trace Name
Listing the execution subtasks | signature listinstanceSignatureExecution-
of an image signing policy Subtasks
Listing blocking policies block listinstanceBlockPolicies
Creating a blocking policy block createBlockPolicy
Querying the details about a block getinstanceBlockPolicy
blocking policy
Modifying a blocking policy block updateBlockPolicy
Deleting a blocking policy block deleteBlockPolicy
Listing the execution records of | block listinstanceBlockPolicyRecords

a blocking policy

Creating a temporary access
credential

TempCredentialAuth

createTempCredentialAuthPoli-
cy

Creating a long-term access
credential

LongTermCredentialAuth

createLongTermCredentia-
AuthPolicy

Listing long-term access
credentials

LongTermCredentialAuth

listInstanceLTCredentials

Enabling or disabling a long-
term access credential

LongTermCredentialAuth

updateLongTermCredentia-
AuthPolicy

Deleting a long-term access
credential

LongTermCredentialAuth

deleteLongTermCredentia-
(AuthPolicy

Listing jobs jobs listinstanceJobs
Querying the details about a jobs getinstancelobs
job

Deleting a job jobs deletelob

Listing private network access
rules

IntranetEndpoint

listInstancelnternalEndpoints

Creating a private network
access rule

IntranetEndpoint

createlnternalEndpoint

Querying the details about a
private network access rule

IntranetEndpoint

getinstancelnternalEndpoint

Deleting a private network
access rule

IntranetEndpoint

deletelnternalEndpoint

Updating the status of the
trustlist configuration for
public network access

endpointPolicy

enableEndpointPolicy
disableEndpointPolicy
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Updating the trustlist
configuration for public
network access

endpointPolicy

updateEndpointPolicy

Querying the trustlist
configuration for public
network access

endpointPolicy

getinstanceEndpointPolicy

Listing resource instances instance listinstanceResourcelnstances
Querying the number of instance getinstanceResourcelnstances-
resource instances Count

Creating resource tags in tms createResourceTags

batches

Deleting resource tags in tms deleteResourceTags

batches

Querying project tags tms getinstanceProjectTags
Querying resource tags tms getinstanceResourceTags
Listing resource instances tms listinstanceResourcelnstances
Querying the number of tms getlnstanceResourcelnstances-
resource instances Count

Creating resource tags in resourceTag createResourceTags

batches

Deleting resource tags in resourceTag deleteResourceTags

batches

Querying project tags tms getinstanceProjectTags
Querying resource tags resourceTag getinstanceResourceTags

Creating an image tag
immutability policy

immutableRule

createlmmutableRule

Listing image tag immutability
policies

immutableRule

listimmutableRules

Updating an image tag
immutability policy

immutableRule

updatelmmutableRule

Deleting an image tag
immutability policy

immutableRule

deletelmmutableRule

Creating a domain name

DomainName

addDomainName

Deleting a domain name

DomainName

deleteDomainName

Updating a domain name

DomainName

updateDomainName

Listing domain names

DomainName

listDomainNames
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Pulling an image Manifest GetlnstanceManifest
Pushing an image Manifest PutinstanceManifest
Creating a repository Repository CreatelnstanceRepository

6.2 Viewing Logs in CTS

Scenarios

Procedure
Step 1
Step 2
Step 3

Step 4
Step 5

After you enable CTS, the system starts recording operations performed on SWR
resources. CTS stores operation records generated within a week.

This section describes how to view the records on the CTS console.

Log in to the CTS console. In the upper right corner, click Go to Old Edition.

In the navigation pane, choose Trace List.
Set the filter criteria and click Query.

The following filters are available:

e Trace Type, Trace Source, Resource Type, and Search By

Select the desired filter criteria from the drop-down lists, and set Trace Type

to Management and Trace Source to SWR.

If you set Search By to Resource ID, you need to enter a resource ID. Only

whole word match is supported.

e Operator: Select a specific operator from the drop-down list.

e Trace Status: Select All trace statuses, Normal, Warning, or Incident.

e Time range: You can select Last 1 hour, Last 1 day, Last 1 week, or

Customize in the upper right corner.

Locate a record and click ™ to view its details.

Click View Trace in the Operation column. The trace structure details are

displayed.
----End
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